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Introduction

Netop is pleased to introduce a new release of our enterprise remote support solution - Netop Remote Control.
This 9.5 release introduces a number of enhancements with extended platform support for Windows 7, improved
64-bit compatibility including support for Windows Server 2008 R2, enhanced vPro features, updated ActiveX
Guest and improved Netop WebConnect support.

This release will require updated serial numbers. Customers with valid Netop Upgrade Insurance (NUI) will receive
their new serial numbers shortly after the release date.

Platform

9 Windows 7 ¢ following the official release of Wingows 7, all NAetop Remote Control modules now include
supportfora A ONER & 2 F (i Q & opdratirig §sdetn. THe &latdd il dpImodules include the
following:

C Guest, Host, Gateway, Security Server (including Security Manager), Name Server, Connection
Server YR t I O] QY 5SL) 2@

C Supported versions of Windows 7 include Starter, Home Premium, Professional, Ultimate and
Enterprise (32-bit and 64-bit editions)

f Windows Server 2008 R2 ¢ the latest edition of a A O NB & -BitfWin@odvs Server 2008 platform is now
supported with this latest release of Netop Remote Control. The related Netop modules include the
following:

C Guest, Host, Gateway, Security Server (including Security Manager), Name Server, Connection
al yl ISNE / 2)/)/3()[37\2)/ { SNIBSNJ | )/I'? t Ol Qy 5S LX) 2

C Supported versions of Windows Server 2008 R2 include Foundation, Standard, Enterprise and
Datacenter



Intel vPro (IAMT)
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Netop introduced support for the Intel vPro platform (using iAMT ¢ Intel Active Management Technology) in
version 9.21. This technology allows System Administrators and Helpdesk staff to manage their vPro compatible
machines through their existing Netop Guest software, performing remote tasks before an operating system has
loaded including remote control of the system BIOS, sending through remote reboot commands and defining
alert notifications.

This release extends the vPro capabilities by introducing the following enhancements:
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Improved network scanning ¢ when scanning for Intel AMT compatible devices, the performance is 5-10
times faster when scanning the local network and up to 25% faster when scanning foreign networks
Updated inventory module ¢ now detects which version of Intel AMT can be supported by the current
hardware including Intel AMT 4.0, 4.1 and 5.0
Improved diagnostics ¢ easier to troubleshoot connection errors with improved notification messages
and better handling of SSL certificate problems
Updated event descriptions ¢ event log viewer is now capable of displaying the descriptions for new Intel
AMT 4.0 and 5.0 events
Customized toolbar and commands ¢ introduces the ability to customize the vPro console toolbar layout
as well as define and send arbitrary Intel AMT commands

Customize Remote Control Toolbar x|

Add menu | Add command | Add separator |
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Remaote Control
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- Boot from Console Floppy
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- Cycle Power

- Execute Command
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- Boot from Conzale Floppy
- Boot friom Console CD

- Power

- Power On

- Power Off

- h"!y Menu

Reset toolbar to default

- Cycle Power Off and On ™
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r—Command

Feset j

Command:

be asserted so that all devices on the PCI bus are initialized.

The reset function causes a low latency rezet of the system. This reset must, at a minimum, reset the host processoifs] and cause the PCl Reset to

—Command type and p
Command type:

" Intel generic command

' |ntel OEM command

= Alert Standard Format (85E) command
Command specific parameters:

IBnnt from redirected CD j

B oot made:

I~ BIOS reflash

Reflashes the BIOS on the next boot, wsing IDE redirection as
the source of the BIOS image.

[~ BlOgS pauze

BIOS runs wuntil the point that it would load the operating syztem
on the next boot, and pauses.

v Activate keyboard/text redirection (Serial-aver-LAN)

—CD/flappy rediiection
¥ Activate IDE redirection

™ Overide default cansale CO/DYVD redirection path:

IDefauIl console

™ Override default corsole floppy redirection path:

]
|

IDefauIl console

— Boot optiohs
Lock remote input devices:
I Lock keyboard
™ Lack Paower button
r Lock Rezet buttan
™ Lock Sleep button

Firmware verbosity levet
¢ System default

{~ Screen blank, no messages appear on the screen
" Quiet, minimal screen activity

~ ‘erbose, all messages appear on the screen
Advanced boot oplions:

I User password bypass

The remote PC's firmware boots the system and bypasses
any uzer or boot pazsword that might be setin the spstem.

™ Forced progress events

The remate PC's firmware transmitz all progress PET
events to the alert-sending device.

™ Configuration data reset
The remate PC's fimware resets its nonvalatile
configuration data ta the Setup defaults priar to baoting the
client.

Send command QK Cancel Apply |
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ActiveX Guest

To improve accessibility and integration for Netop Remote Control 9.5, the new ActiveX Guest (nguestx.ocx) is
now available for customers to embed the core Netop Remote Control Guest functionality into their own
applications and web sites.

The ActiveX Guest has been updated to include the following enhancements:
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Improved interface ¢ the standard user interface for connection and configuration options has been
updated to improve usability and includes product re-branding additions

WebConnect support ¢ the ActiveX Guest can now communicate with any compatible Host that
supports Netop WebConnect making it easy to provide remote support across the internet without
configuring additional firewalls

Text based Chat ¢ during a remote support session, a text based chat session can be initiated by the
ActiveX Guest to improve communication providing the relevant permissions have been assigned
Connection properties ¢ connection settings normally found in the full Netop Remote Control Guest
application are now available in the ActiveX Guest. This includes encryption methods, screen optimization
features and keyboard/mouse options

Browser and platform support ¢ improved support when running the ActiveX Guest from Internet
Explorer including IE8 on Windows 7 and Windows Server 2008 R2

Screen region ¢ define a specific region of a remote screen or select a specific monitor to be transferred
to the ActiveX Guest during a remote support session

Prevent further connections ¢ when the Host is configured to allow multiple Guest connections, the
ActiveX Guest user can prevent additional connections during a session if permitted by the Host

Take keyboard and mouse control ¢ when the Host is configured to allow multiple Guest connections,
the ActiveX Guest can automatically take over control of the keyboard and mouse from other connected
Guests if permitted by the Host

Sample web page & application ¢ a demo application (nguestx-demo.exe) and web page (nguestx.htm)
are now supplied to assist customers in setting up and using the ActiveX Guest within their own
applications. The nguestx.ocx file must be registered on the local machine before using the ActiveX Guest
Licensing ¢ in order to use the ActiveX Guest, a new license key is required. This license can be entered
in several ways and is required for TCP, UDP or HTTP connections. The ActiveX Guest can be used with
WebConnect without a license key but does require a valid account from the WebConnect service

Aa b aGf NdtoR Budihlesisblutions A/S. All other products mentioned in this document are trademarks of their respective manufacturers.
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WebConnect Domains

I Netop Remote Control can now be configured to actively use WebConnect Domains. Although the
previous release displayed this as an available option when configuring a WebConnect communication
profile, it was not fully operational. This function becomes available when used with Netop WebConnect
version 1.6 (see the Netop OnDemand release notes).

Using WebConnect Domains offers more flexible account management and a hierarchical structure when
hosting a Netop WebConnect service. It also allows customers to manage their own WebConnect
accounts by appointing a Domain Administrator for each WebConnect Domain created:

Domain WebConnect

Root Admin Atrirs Accounts

Userl
Password
Account DOMAIN_1
Password
DOMAIN_1 User?
Account > Password
Password DOMAIN_1
DOMAIN_O

Account ! Userl

Password Password
DOMAIN_2 | DOMAIN_2

The associated credentials for accessing a Netop WebConnect service are configured through the
Credentials option in a WebConnect communication profile. Note ¢ only WebConnect accounts created
under each Domain can be used. Root Admin and Domain Admin accounts are used for administrative
purposes only:

Netopy A & | GfNatoR BudmkesiShlutions A/S. All other products mentioned in this document are trademarks of their respective manufacturers.
Netop Business Solutions A/S denies any and all responsibility for damages caused directly or indirectly as a result of using this document. The content of
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Enter WebConnectredentials using Communication Profiles
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this document is subject to change without notice.
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Credentials
Account:

userl

Password:

Confirm Passward:

Domain

domain_1
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Miscellaneous
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The Host can send information to the Guest about what area of its screen it should transfer to the
Guest in command mode. The following can be added to the NETOP.INI file on the Host:

[HOST]
RC_AreaEnable=1
RC_Arealeft=300
RC_AreaTop=300
RC_AreaRight=500
RC_AreaBottom=500

Mouse marker mode is no longer enabled by default when Auto Take Control is enabled. If permitted,
this will allow a simultaneous Guest immediate keyboard and mouse control when connecting to a
Host

The application and shortcut icons for the Netop Remote Control Guest and Host modules have been
updated to include the new kite logo

The installation directory and location of Netop Remote Control configuration data has changed in
line with the product re-branding:

C Program data (x86) ¢ all modules
%program files%\Netop\Netop Remote Control\<module name>

C Program data (x64) ¢ all modules
%program files(x86)%\Netop\Netop Remote Control\<module name>

C Configuration data - Guest
%appdata%\Netop\Netop Remote Control\Guest

C Configuration data (XP,2000,2003) ¢ Host modules
%allusersprofile%\Application Data\Netop\Netop Remote Control\<module name>

C Configuration data (W7, Vista, 2008) ¢ Host modules
%allusersprofile%\Netop\Netop Remote Control\<module name>

The above locations will only be used with new installations. Upgrade installations will use the
existing location for both Netop program and configuration data, by default

3 Gf NdtoR BudihkesiShlutions A/S. All other products mentioned in this document are trademarks of their respective manufacturers.
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Known issues fixed

9 Connecting to a Windows Vista x64 machine would sometimes cause the Host to fail. This issue has
now been resolved (DE928/5108)

9 If using the Security Server with Windows authentication, the authentication process would fail when
the Guest attempted to connect to a Host. This error would occur if the NetBIOS name was different
to the first section of the Fully Qualified Domain Name (FQDN) in Active Directory (DE1586/8600)

9 When the special Japanese Unicode character Youble Width SpaceCbccurred in a single piece of text
after another Unicode character whose true type encoding was a multiple of 128 different from the
encodingof W52dz0 f S 2 ARGK { LI OSQ> (GKS aS0O2yR OKIF NI O ¢
(DE2505/42399)

The following issues have been resolved since the Netop Remote Control Beta release:

' Upon first start of the Netop Remote Control Guest, it was not possible to make any changes to the
Netop Phonebook (DE3625)

When Desktop optimization was enabled, the Disaero utility was not closed down correctly on a
Windows 7 Host machine upon disconnect. This caused subsequent connections from the Netop
Guest to fail (DE3626/DE3644)

Netopy A & | 6GfNdtoR BudkesiShlutions A/S. All other products mentioned in this document are trademarks of their respective manufacturers.
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Current known issues

9 In certain Windows Server 2008 environments, using fast user switching during a remote control
session is causing the Host to stop responding. It is advised that you do not use fast user switching
during a remote control session on Windows Server 2008

' When using fast user switching during a remote control session on Windows 7, Vista and 2008, the
session will be disconnected and a new Host will be loaded immediately. Therefore, you will be able
to reconnect in the usual manner or by using the Auto-reconnect options in the Guest application

1 If you log-off the Host machine during a remote control session on Windows 7, Vista and 2008, the
session will be disconnected and a new Host will be loaded immediately. Therefore, you will be able
to reconnect in the usual manner or by using the Auto-reconnect options in the Guest application

Netopy A & | 6GfNdtoR BudkesiShlutions A/S. All other products mentioned in this document are trademarks of their respective manufacturers.
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Technical specifications

Platform (32-bit and 64-bitl):

Windows 7 Starter, Home Premium, Professional, Ultimate and Enterprise

Windows Server 2008 R2 Foundation, Standard, Enterprise and Datacenter

1  Windows Server 2008 Web, Standard, Enterprise and Datacenter

Windows Vista Home Premium and Basic, Business and Ultimate

1 Windows Server 2003 Standard, Enterprise, Web Edition, Datacenter and Terminal Server (SP 0,1,2

R2)

Windows XP Professional, Tablet PC, Home Edition (SP 0,1,2,3)

Windows 2000 Server, Advanced Server (SP 0,1,2,3,4)

Windows 2000 Terminal Services (SP 0,1,2,3,4)

Windows 2000 Professional (SP 0,1,2,3,4)

Windows NT 4.0 Terminal Server (SP 4)2

Windows NT 4.0 Server (SP 4,5,6,63)2

Windows NT 4.0 Workstation (SP 4,5,6,6a)2

f  Windows ME, 98, 952
Memory:

Guest ¢ OS requirements plus additional 16 MB (32 MB or more recommended)

I Other Host modules - OS requirements plus additional 20 MB (32 MB or more recommended)
Disk space:

Guest and other Host modules require less than 20 MB each

1 Processors known as x86-64 or x64 are supported including Intel64 and AMD64. Support for Intel ltanium processor family is not available
2 Use Netop Remote Control 9.1 Some features may not be available
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